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Abstract: Nowadays, the number of cyber terrorists that using Internet as a medium keep increasing
around the world are really worrying. Even though the cyber terrorist is publishing their post openly
and public, there are quite difficult to recognize their main communication media. This happen because
the cyber terrorist might hide their agenda through any sympathetic base website. Therefore, the aim
of this project is to formulate tracing and linking algorithm using data mining technique in order to
identify the relationship between each cyber terrorism components that may result to cyber terrorism
website.
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1. Introduction

In this new era technology, terrorist around the world have been implementing Internet
as one of communication medium to fulfil their purpose and fully utilized the Internet in term
of spreading their propaganda, connected to each othetr’s around the world, planning and
recruiting. Even though government has taken several actions including blocking the website,
yet the cyber terrorists are smart as they are hiding through website with sympathetic motive
within the situation. This might confuse the government to take action as it is difficult to
identify the real cyber terrorism website. Based on prior study, number of frameworks
regarding on cyber terrorism have been developed. One that has been focused is on the cyber
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Cyber terrorism has already emerged, yet a clear definition remains to be established.
Various interpretations of the term "cyber terrorism" exist. These differing definitions are
summarized in Table 2.1.

DOI : https://doi.org /10.61132/ijmecie.v2i2.266



https://doi.org/10.61132/ijmecie.v2i2.266
https://international.aritekin.or.id/index.php/IJMECIE
mailto:ramzi@polimas.edu.my
mailto:ramzi@polimas.edu.my
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/

International Journal of Mechanical, Electrical and Civil Engineering 2025 , vol. 2, no. 2, Wan Ahmad Ramzi W.Y, et al. 26 of 34

Table 1: Definition of Cyber Terrorism

Definition Author

Cyber terrorism is the convergence [2]Denning, 2000
of terrorism and cyberspace. Also known
as unlawful attacks against computers,
networks to intimidate or force a
government for political or social

objectives.

Cyber terrorism is referred to as [3]Rouse, 2010
electronic terrorism or information wat.

Cyber terrorism can be referred as [4]Schweitzer et al., 2011

the use of cyber tools that being used by
terrorist organization to attack the
infrastructure of economy or civilian
systems as a target.

Cyber terrorism is the premeditated, [5]Curran, 2011
politically motivated attack against
information, computer systems,
computer programs and data which
result in violence against non-combatant
targets by sub-national groups or
clandestine agents.

“The use of computer network tools [6] A. Lewis, 2013
to shut down critical national
infrastructures  (such  as  energy,
transportation, government operations)
or to coerce or intimidate a government
or civilian population”.

“Exploitation of electronic [7] Cruz, 2013
vulnerabilities by terrorist groups in
pursuit of their political aims.”

This cyber terrorism is best define [8] Theohary et al., 2015
as “transnational terrorist organization”
whereby the insurgent and jihadist that
have used the internet as tools for
planning attack, radicalization,
recruitment, a method of propaganda
distribution and a mean for
communication and for disruptive
purpose.

Despite the various definitions provided, they all centre around the concept of cyber
terrorism. In this research, cyber terrorism is defined as the use of the Internet as a medium
and communication tool by cyber terrorists to carry out their activities and plan attacks aimed
at causing damage to their targets and the cyberspace infrastructure. This scope includes both
internal and external networks. Issue Cyber Terrorism

The rise in cybercrime has amplified issues related to cyber  terrorism. The Internet
enables global communication, providing cyber terrorists a platform to plan attacks and spread
propaganda. They exploit cyberspace to incite fear and panic among the public, often to
achieve political goals [9]. Activities like recruitment, fundraising, acquiring advanced
knowledge, and disseminating propaganda are also conducted in this space, as digital platforms
facilitate spreading and disposing of messages easily.

Cyber terrorists commonly use tactics such as distributed denial-of-service (DoS)
attacks, hate websites, emails, and breaches of sensitive networks [10]. They also engage in
hacking, spreading extremist propaganda, and targeting ICT infrastructures, sometimes
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leading to the failure or destruction of national assets. Despite the increasing frequency of
such cases, research on identifying websites used for these activities remains insufficient,
allowing cyber terrorism to persist and grow [11].This has been proved by reported by Rapid7
in National Exposure Index [12]with Malaysia placed at 31 from top 50 countries most
vulnerable attacks. Besides, as reported by MyCert, Cyber security Malaysia in Incidents based
on General Incident Classification Statistic 2024 shows the vulnerabilities rank 2 from January
to Mac 2024 as shown in Table 2.2
Table 2: Incidents based on General Incident Classification Statistic 2024

Reported incidents based on General Incident Classification Statistics 2024

. . . . . .

# JAN ‘ FEB | MAC | APR | MAY | JUN | JUL | AUG ‘ SEP | OCT | NOV | DEC | TOTAL

Framework of Cyber Terrorism

There are several of frameworks of cyber terrorism proposed since today. However, one of
the most familiar are the frameworks Actor-Target-Effect as shown in figure 2.1 proposed by
[13], The framework consists of six components: actors, motives, resources, targets, activities,
and effects. Actors refer to organizational structures, risk tolerance, and ethical or moral
constraints. Motives for cyber terrorism include social, psychological, economic, and political
factors. Resources encompass weapons, finances, methods, logistics, or personnel. Targets
are categorized as infrastructure, realization, disorganization, and revision. Effects of cyber
terrorism can be physical, syntactic, or semantic, with both immediate and indirect impacts.

actors motives resources targets activities effects
antagonists | driving forces, ~ means objects realizations , consequences
organizational (social (weapons, (infrastructure, (planning (physeal, syntax
structures, risk psychological, economy, organizations, realization semantic effects,
wilkingness, economical, methods individugls, disorganization,  immediate - ndirect)
athicalmoral political) logistics, symbols) Tvision)

[imitations) personal)

Figure 1: Heickero (Actor-Target-Effect chain) Framework[13]

While Gordon and Ford introduced a framework to study cyber terrorism behavior, as
llustrated in Figure 2.2. This framework comprises seven components: perpetrator, place,
action, tool, target, affiliation, and motivation.Perpetrator refers to either an individual or a
group. Place signifies that cyber terrorism activities occur globally, unrestricted by physical
locations, as the Internet fosters a globalized environment. Action includes threats, violence,
education, recruitment, and strategic planning. Tool encompasses methods such as
kidnapping, harassment, propaganda, and education, with computers often utilized to execute
attacks like hacking and deploying computer viruses.

Targets typically include government officials or corporations. Affiliation refers to
either actual or claimed associations. Finally, motivation is often driven by a desire for social
or political change.
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Components OTE (Example) Description
Perpetrator Group/Individual In cyber context, virtual interactions can lead to anonymity.
Place Worldwide The event does not have to occur in a particular location. The |
Intarnet has introduced globalization of the environment
Action || Threats/Vioclence/ Terrorist scenarios typically are violent or involve threats of
Recruitment/ violence. Violence in virtual environment includes psychological
Education/Strategies effects, possible behavior modification and physical trauma.
Tool idnapping/ Harassment/ | Terrorist use the computer as tool. Facllitating identity theft,
Propaganda/Education computer viruses, hacking are examples fall under this category.
Target Government Potential targets are corporations and government computer
Officials/Corporations systems.
Affiliation Actual/Claimed Affiliation refers to recruitment in carrying out given Instructions
can result in strengthening of the individual
tions as they can immediately acquire access to the
n resources of their allies.
Motivation Social/Political Change Political, social and economic are the motivations present in the
real-world terrorism

LTTE = Liberation Tigers of Tamil Eelam (Sri Langka)

Figure 2: Gordon & Ford Cyber Terrotism Framework [14]

Based on Figure 2.2, [15] has proposed their framework in order to identify the cyber
terrorism behaviour. The framework consists of six components that are targets, impact,
method of action, domain, tool of attack and motivation. The framework for data collection
and data analysis involved two stages. The first stage is conducted on data analysis on the
context of cyber terrorism framework by using grounded theory approach by questionnaires
and semi-structured interview. Meanwhile for the second stage is conducted based on
statistical analysis on the cyber terrorism framework by using the questionnaires and structured
survey.
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Figure 3: Cyber Terrorism Framework[15]

Salleh et. al has proposed a framework to know the cyber terrorism pattern and
behaviour, there are six components involved in this framework which are actor,
motivation, tool, impact, target and method. The actor can be either organization or
person. Motivation can be explained as concept, ideology or economic change. Next
component, tool can be either weapon or network warfare. Method should be operation
or action. Next component that is target can be ecither person, place, victims or
organization. Meanwhile impact can be described as violence or threat. as shown in Figure
2.4.

Pt i,
Motivation

Figure 4: Cyber Terrorism Components [16]

Tracing Pattern

Trace pattern can be define as a regular way of process to discover the origin or starting
point of scenario that has been occurred [17]. Trace pattern plays important roles in cyber
terrorism by identify the behaviour of cyber terrorism. With the trace pattern identified, it can
assist to overcome the cyber terrorism that occur in our country. It is an essential element in
helping investigator in a crime scene to find the evidence which may lead to the effective
strategy to counter cyber terrorist. Trace pattern plays important role in tracing any activities
of cyber terrorism. The evidence of this crime can be in term of data a record that consist of
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user activities such as login, logout, and computer shutdown, file execution and network
packet.

Besides, trace pattern will assist the forensic investigator to find any evidence about the
cyber terrorism because any activities of cyber terrorist or attacker can be identified based on
the traces data found in the attack pattern that represent in the form of trace pattern. In this
situation, trace pattern will help to determine how cyber terrorism could be happened [17].
The conceptual framework will assist to develop more efficient trace pattern. It is because of
all elements in conceptual framework will give details information and could be use as a
necessary tool to trace cyber terrorism activities in a cyber space.

In this research, trace pattern is defined as a way to discover the origin or starting point
of a scenario that has happened. The main role of trace pattern is to identify the potential
cyber terrorism website. This will help to understand context of website in conducting
investigation.

Linking Technique

Linking technique is mainly process of linking data that can be done by comparing
attributes value of instances in source class with target class [18]. Besides it can be used to find
relationship between different database either two or more relational databases [19]. It is also
can a powerful method to quickly understand and observe on the situation. This will help the
forensic investigator in identifying the potential website by linking and get the relationship
between related components of cyber terrorism.

Link analysis technique is one of the data mining technique categories. This technique
has been implemented in many fields including healthcare, medical and cybercrime. [20|Lun
Yen stated that this technique can be implemented in order to predict future action by studying
the historical data. It can be functioned to analyse the relationship between different relational
databases [19]. Besides, data mining technique will used data or information that are extracted
from the web base system or website in order to achieve the knowledge of those system itself
[21].

This analysis technique basically relates with record linkage. It can identify the
corresponding database that have same entity in quick and accurately [22]. Basically, it will
assist in matching the same entity between source data and training data ad relate to other
components. This would help to make the decision-making process become easier and faster.
There are two top of record linkage that are known as deterministic and probabilistic. It is
need to study the scenario before choosing the suitable algorithm. Deterministic linkage
technique is normally determined the agreement between record pairs [23]. Meanwhile
probabilistic linkage has been determined to assess the discriminatory power of each identifier
and the likelihood between record pairs [23]. Probabilistic record linkage can merge and
mapped with database with the absence of unique identifier [24].

Based on Yannik, there are anount of records that cannot be linked automatically to
match data in every pair records. In order to minimize the issue, record linkage technique has
been combined with the machine learning technique [25]. With aid of supervised machine
learning, this would minimize the interference of human by providing training data to map
with the source data.

A heuristic technique is being used in order to detect and scan the specific website
through a signature database that being built and contained with important information. If any
signature match with heuristic pattern provided in database, it will then link to the machine
learning technique [26]. The study of detection will involve on checking the URL, features and
counting the values of heuristic data. The output will be analysed based on threshold value
and resulting either as true positive, true negative, false positive or false negative.

Pooja implementing data mining in order to identify on online radicalization through
textual analysis on message that have been post in the group where Social Network Analysis
as a basic. Clustering of data is being used where it is referred as a group of objects or situation
are being putting together, respectively reassemble based on category or member [27].

The process flow of tracking the extremist is by using data mining to capture the data, filter
and cauterize the data respectively and then create a dynamic social network analysis.
Proposed Solution

Based on the prior study and literature review, it is proposed to use a trace pattern to

identifying the potential cyber terrorism website. A proposed trace pattern would be the six
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main components of cyber terrorism that involving of actor, method, motive, target, tool and
impact. The analysis will be done by finding the relationship of each components for a
suspected website. To identify the relationship, it is proposed to developing on the heuristic
method. This heuristic method is fusing on the web searching technique and entity matching
technique for tracing the related keywords meanwhile hierarchical clustering technique in
order to link the relationship for each attributes and cyber terrorism components found. Both
trace and linking technique will be combined in a developed algorithm where it then will be
test and run on controlled environment. For this reseatch, it is proposed to have a training
database that containing keywords for each cyber terrorism components for the developed
algorithm to be run in order to identify the potential cyber terrorism website based on the
threshold value.

Web searching technique is being proposed in order to identify the URL link or
websites that need to be crawled or extracted the data. It is proposed to find on the website
or blogs to trace the specific website. Next proposed solution will relate on entity matching
technique in supervised machine learning as this technique will be used to trace the keywords
found from potential website and map into the training database. Hierarchical clustering
technique is being proposed as a solution as it will cluster all keywords that successfully traced
in the training database and then counted to achieve the threshold value and create a
relationship between others attributes and cyber terrorism components respectively. This will
lead to retrieve a result on identifying status of approached website either it is a potential cyber
terrorism website or a normal website.

2. Methodology

Data Collection

For this research, quantitative data collection is used that rely on structured data to
predetermine the potential output. The strategy used in this project involving the experiments
based on the prior study. The categorization of keywords of each component are identified
based on cyber terrorism components identified in prior study.

There are also approached of mixed methods design that combining the qualitative and
quantitative method for data collection [28]. Even though only few find it useful, but it may
help to analyst and verity the data collected. 33

In this research, a training data is being used in a controlled environment. Training
database will contain with a number of general keywords or vocabulary that normally used by
cyber terrorism in their communication through the website that have been extracted and
classified. The data have been trained so that algorithm used will analyses based on the existing

keywords.
Framework
4 )
Process 1:
Classification of Keywords into Cyber Tetrorism
.
v
4 )
Process 2:
Identify Relationship between Terrorism Components
J
v
N
Process 3:
Recognizing Potential Cyber Terrorism Website
. J

Figure 5 Framework Methodology
Figure 3.1, it shows the framework methodology used for this project. The elaboration for
each process is shown below.
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Process 1: Classification of Keywords into Cyber Terrorism Components

In this process, a list of keywords that have been extracted will be used and classified
referred to cyber terrorism components. There are six main components of cyber terrorism
that consist of actor, method, motivation, tools, target and impact. The identified keywords
are collected before using observation base. In this process, the classified keywords then will
be matched with synonym term of keywords to be store together into the components to
provide varies of keywords scheme. In the meantime, the classification is also running on the
keywords that have been extracted from website, it then will be traced into the training
database. If it matches with any existed keywords, it will be classified and counted.
Process 2: Identify Relationship between Cyber Terrorism Components

In this process, each cyber terrorism components will represent a dataset for collected
keywords. To find out the relationship between components, first will provide the frequency
or threshold value for each component being appeared in the potential website forum. With
the specific threshold value for each component, then it will be linked and generated the
output. In this process, a clustering linking technique will be used where each keyword that
match with respective attributes and cyber terrorism components will be calculated. The
process of identifying the value each cyber terrorism components will be counted based on
the attributes and keywords that are traced between the training database containing with
keywords and the potential approached website. If any keywords extracted and traced with
any attributes for respective cyber terrorism components, the attributes will be counted and
clustered thus will create an alive status for that cyber terrorism components.
Process 3: Recognizing Potential Cyber Terrorism Website

In this process, the output will be either the website status is either a potential cyber
terrorism website. The process of recognizing the potential cyber terrorism website will
depend on the six main cyber terrorism components with their respective attributes and
keywords involving of actors, method, motive, target, tools and impacts. As mentioned in
process 2, each cyber terrorism components will holding a status alive if their respective
attributes contributing on a threshold value that greater than zero where counted on the
keywords traced. Each cyber terrorism components are compulsory to have alive status to
comply the process in identifying the potential cyber terrorism website. The recognition
process will be depend on the formulation of trace and link technique.

3. Results and Discussion

The research conducted on identifying cyber terrorism websites using the tracing and
linking algorithm has yielded significant findings. This section outlines the outcomes of testing
and analysing the data sets with the developed algorithm.

Data Sets Tested

The algorithm was applied to four data sets to evaluate its performance:
Table 4.1: Dataset tested

Key Findings

Keywor
ds Extracted

Compone Conclusio

nts Activated

49 Actor, Potential
S1 keywords, Method, cyber
including Motive, terrorism
"mujahid," Tools, website
"qaeda," Target,
"perang," Impact
"Palestin"'
Keywor Actor, Potential
S2 ds on Motive, cyber
extremist Method terrorism
ideology website
(e.g.,
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"iihad,"
""syahid")
D Terms Actor, Borderli
S3 like "umat Method, ne; leaning
Islam," Target potential
"kaum
penjajah"
D Limite None Normal
S4 d matches, website
generic
terms
Key Findings

DS1 49  keywords, Actor, Potential
including Method, cyber
"mujahid," Motive, Tools, terrorism
"qaeda," Target, website
"perang," Impact
"Palestin"

DS2  Keywords on Actor, Motive, Potential

extremist Method cyber
ideology (e.g., terrorism
"jihad," website
""syahid")

DS3  Terms like Actor, Borderline;
"umat Islam," Method, leaning
"kaum Target potential
penjajah"

DS4  Limited None Normal
matches, website

generic terms

Table 4.2: Key Findings

Summary of Results

The algorithm effectively identified potential cyber terrorism websites by analysing the
relationship between the six components. DS1 and DS2 showed clear activation across all
components, while DS3 presented partial activation. DS4 served as a control and was correctly
identified as a normal website. This validates the algorithm’s robustness in detecting cyber
terrorism indicators while avoiding false positives.
Conclusion and Future Work

The findings from this research demonstrate the potential of using tracing and linking

algorithms to identify cyber terrorism websites effectively. The results validate the approach’s
ability to differentiate between malicious and benign websites by analysing keywords and their
relationships to cyber terrorism components. Future work will focus on enhancing the
algorithm's scalability and accuracy by incorporating more extensive datasets, refining the
keyword database, and integrating advanced machine learning techniques to improve detection
precision and minimize false positives.
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